NEW TOWN KOLKATA DEVELOPMENT AUTHORITY
New TowrKejkaia Devolopast Authority (A Statutory Authority Under Government of West Bengal)

5, Major Arterial Road, New Town, Kolkata - 700 156
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Memo No:3420/NKDA/Admn-02/2009/Pt(ii) Date: 21.07.2014

SHORT NOTICE INVITING QUATATION

Sealed quotation are hereby invited by the authorities of New Town Kolkata Development Authority from
bona-fide, resourceful and reputed Firms/Agency/Supplier with proven ability to supply and installation of
Antivirus in Govt. Departments and or working as an empanelled agency of KMDA and WBHIDCO as
scheduled below in the office of the New Town Kolkata Development Authority.

Important Dates:
Last Date of Application: 28/07/2014 upto 02:00 PM.

Date of Opening of Bid :28/07/2014 at 03:00 PM

Antivirus software to protect Desktops and servers on the network with following functionality:

Sl. Requirement Compliance | Remarks
No Statement
1 Real time virus detection, cleaning/quarantine.

2 Heuristic scanning to allow rule-based detection of unknown viruses

3 Facility of Quarantine Manager

4 Scanning of compressed file archives in ZIP,RAR, ARJ and Microsoft
Compressed formats. Protection from viruses hiding in compressed files,
such as Internet downloads and e-mail attachments

Protection against spyware

Proactive protection against zero-day threats.

Facility of Vulnerability analysis tool

Scanning of Floppy disks, CD ROM and Network Drives automatically in real-
time when accessed

9 Central management console to centrally control desktop configurations,
including scanning and cleaning options.

10 | Centralized Audit trail logging and reporting capability with ability to
communicate the reports using email.

11 | Role based administration of the solution.

12 | Vulnerability Assessment tool to identify AV clients on a network

13 | Real-time lock down of client configuration — allow or prevent users from
changing setting or unloading /uninstalling the software

14 | Pattern file roll-back — shall be able to return to past pattern file if there is
any problem with the new pattern file.

15 | Automatic downloads of latest virus signature updates from the Internet to
desktops and servers, across different platform running Windows. The
distribution should happen seamlessly from a single management console
16 | Integration with Windows Active Directory

17 | Remote deployment of Client software using Web- based installation/
Windows 2003 remote installation/Log-in script/Client Packager.

18 | Support for Windows XP Professional, Windows Vista, Windows 7, Windows
8, Windows 2003 Server, Windows 2008 Server, Windows 2012 Server.

19 | Antivirus can support both 32 and 64 bit operating system

19 | Ability to force an update (PUSH) to client

20 | Application and Device control.

(e B NEEe RO

Page 1 of 4



21 | Support for additional features like Desktop Firewall, Intrusion Prevention
System etc.

22 | Installation via email notification (containing URL) for endpoint client
installation.

23 | Blocks malicious network activities and attempts to exploit software
vulnerabilities of the applications.

24 | Port scanning attack. DDOS attack prevention to system within the network.

25 | Browsing Protection — Thwarts attacks transferred through malicious
websites.

26 | Phishing Protection — Scan all web pages while accessing the Internet for
fraudulent activity to protect against any phishing attack.

27 | Email and SMS Notifications which would alert the network administrator of
critical network events such as detection of viruses, virus outbreaks,
attempts to access of an unauthorized device, licence expiry date, etc.

28 | Administrator or Domain Administrator access on the console system.
Transmission Control Protocol/Internet Protocol (TCP/IP) supports to be
installed with Internet Explorer or other browser.

29 | Should have proactive defence mechanism facility

30 | The URL Filtering feature should have category based blocking function

31 | Can Monitor Users wise Applications details and able to block application
users wise group wise

32 | Should have offline updater tool in exe format

33 | Client machine to be updated form other network.

34 | Desktop firewall with functions to manage clients based on policies even

when they are not in home network

General Terms and Conditions:

a)

b)

c)

d)

f)

g)

h)

Conditional quotation will not be entertained and will be summarily rejected.

Supply and installation of the scheduled items is to be made within 07(days) days from the date of
receipt of supply order.

The undersigned reserves the right to accept or to reject any or all the quotations papers without
assigning any reason whatsoever.

The bidder will have to quote only for 01(one) brand of Antivirus. Multiple options for different
brands of antivirus will not accepted by this Authority.

The bidder will have to submit EMD for Rs. 5,000.00 (Rupees five Thousand only) in favour of “New
Town Kolkata Development Authority” payable at “Kolkata”. For the successful bidder EMD shall be
retained with New Town Kolkata Development Authority till the security period is over. In the case
of unsuccessful bidders, EMD will be refunded after completion of all the processes.

Installation of server console and all clients will have to be done by the bidder without any
extra cost.

OEM of antivirus should have service office setup in Kolkata or should provide direct contact no
for escalation matrix. Any problem occurred under the licensed period, should be resolved within
02 (two) business days. Call logging will be done via email, online chat and direct contract no.

The Security period is 03(three) months from the date of completion of the satisfactorily
installation process.
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i) Payment Terms:
Payment will be made against installation, goods receipt note along with satisfactory report of
commissioning and working in good condition of Antivirus.

j)  New Town Kolkata Development Authority reserves the right to accept or reject any one or all the
guotations without assigning any reason.

k) Free delivery to be made at the premises of New Town Kolkata Development Authority.

Administrative Officer
New Town Kolkata Development Authority

Memo No:3420/1(4)/NKDA/Admn-02/2009/Pt(ii) Date: 21.07.2014
Copy forwarded for information to:

1. FO, NKDA.

2. PAto CEO, NKDA.

3. Notice Board.

4. Official website of NKDA( http:// www.nkdamar.org)

Administrative Officer
New Town Kolkata Development Authority
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Financial Bid
(In company Letter Head)

To,

Administrative Officer

New Town Kolkata Development Authority
03, MAR, New Town

Kolkata- 700156

Sir,

We have examined the quotation for supply of Antivirus Software for eighty users with the
features/specification described at Section-Il. Our rates for the items according to your
specification and terms are as under:

SL Iltem Features/ Qty Make | Amount | Tax (if | Other Total
No Specification Any) charges Amount(includ
(kindly ing all taxes
mention) | and other
charges)
1 Antivirus | As per 80(eighty)
Software | functionality
(Renewal)
Total Amount(in Word) Rs.

Signature and Stamp of the firm
Date
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